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Cyemptive Enterprise Scanner (CES) 

AT A GLANCE 

ABOUT OUR CES 

The Cyemptive Enterprise Scanner (CES) is a 

revolutionary state-based scanning technology that 

preemptively scans, detects and stops known and 

unknown ransomware, hidden files, packers, 

malware, steganography, and more, prior to 

infection. Competing existing scanning technology 

only detects files after the infection has 

commenced, if they can detect the issue at all. CES 

delivers detection and prevention results many 

times faster while finding more issues than any 

existing solutions on the market today. The CES is 

not a simple “download” product but rather a full 

platform solution that can be deployed on-site or as 

a Cyemptive hosted option. The scalability, 

reliability, accuracy and speed are unprecedented, 

easily handling small datasets as well as much   

larger datasets up to multiple TB/hr. 

THE PROBLEM 

Solutions attempting to reduce detection time from 

months to even days with “big data” analytics and 

related human intervention cannot “keep up” 

because data exfiltration happens in seconds to 

minutes. Corporations heavily investing in existing 

cyber security “solutions” are being compromised 

far more often than commonly understood. The 

rate of offensive hacking is growing 10x faster than 

defensive protection. All preconceived notions fall 

short about the cyber protection effectiveness of 

machine learning, API monitoring, checksums, 

white lists and signature-based detection - they are 

not enough. It is time for change. 

THE CYEMPTIVE DIFFERENCE 

Cyemptive does not use known signatures or 

patterns but instead takes a revolutionary 

“statebased” file scanning approach that identifies 

and eliminates threats in files before a problem is 

actually initiated. In production we have delivered 

detection results 1000s of times better than      

existing technology. 

We have compared CES V2 against the market 

leaders, and Cyemptive found thousands of issues 

that got past the current market leaders,” said Paul 

Hiteshew, Executive Director, Infosec at one of 

Cyemptive’s customers. “The value of knowing that 

Cyemptive technology is protecting our 

environments while some of our competitors are 

struggling to keep their business online, makes it 

worth every dollar invested into the Cyemptive 

platform.” 

BROAD RANGE OF SOLUTIONS 

The CES offers a broad array of scanning solutions 

including; 

• data coming from outside your entity to ensure 

compromised files do not enter your network; 

• data being backed-up to ensure your back-up 

information is not compromised, ensuring a 

clean system in the event restoration is 

required. 

• currently existing backed-up information to 

highlight existing unknown problems. 

• information leaving your system to be provided 

to a related stakeholder to ensure you are not 

unintentionally responsible for infecting 

someone else’s system. 

UNPRECEDENTED SLA’s 

Cyemptive service level agreement (SLA) 

performance measures provide new, 

unprecedented seconds-based performance 

guarantees for our customers. We deliver 

measurable results and commit to seconds for a 

variety of measurements. No other entity       

provides seconds-based, guaranteed SLA’s with 

their cyber protection offerings. 

DETECTION RESULTS vs COMPETITION 


